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Abstract—Wireless local area network (WLAN) is a
breakthrough technology that allows remote devices to
communicate and integrate with local area networks,
which were previously only accessible from a physi-
cal connection. Wireless connection allows networks to
integrate an entirely new ecosystem of remote devices
that connect and disconnect frequently, also known as
roaming. As technology has improved and now with the
advent of 5G technology, transmission of data through
wireless fidelity (Wi-Fi) provides speeds comparable to
Ethernet connections. The difficulty is to provide equiv-
alent security. Protecting information sent through the
air does not have the same privacy as an electrical
signal over a copper wire. In some instances a malicious
actor can intercept that traffic to divulge information.
In others they can craft malicious traffic that appears
to come from a legitimate source, tricking a victim’s
system. Network threats like these are only possible by
the discovery and disclosure of vulnerabilities in wireless
security mechanisms, allowing them to exploit vulnerable
networks that haven’t implemented a developed solution.
However this game of cat and mouse over many iterations
of international standards, has made the technology
stronger. The majority of the modern world utilizes this
wireless technology to avoid the limitations of physically
connected infrastructure. More and more devices use Wi-
Fi, and it is now common to provide free Wi-Fi in public
places. Along with increasing Wi-Fi usage, attempts to
attack Wi-Fi security vulnerabilities are increasing. This
report explains wireless security protocols, how past
vulnerabilities were leveraged against them, and the how
the iterations of Wireless Protected Access that led to
the modern standard of WPA3 improved the technology
by learning from the past. This new protocol, WPA3,
also has current vulnerabilities which will be analyzed,
simulated, and possibly prevented by an implemented
countermeasure.
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I Introduction: Motivation and Objectives

The importance and contemporary problems of
Wi-Fi security

The Internet of Things (IOT), Unmanned aerial
vehicles (UAV), and Smartphones are utilizing the
Internet; even more state of the art devices are being

developed to utilize Wireless Local Access Networks
(WLAN) due to the convenience and efficiency of
wireless communication. In proportion to such WLAN
usage, hacking attempts for monetary gains and
information collection have been rapidly increasing
in recent times. According to a report in European
Societies, the increase in telecommuting and indoor
activity since the outbreak of Covid-19 has led to a
sharp increase in attempts that threaten cyber-security
for specific gains [1]. Cybercrimes such as leakage
of intellectual property, fraud based on identity theft,
and financial extortion through the acquisition of
personal information are carried out through hacking
such as Man-in-the-middle attacks. The majority of the
hacking attempts can be prevented with the security
protocols developed by the Wi-Fi Alliance. However,
early security protocols like Wired Equivalent Privacy
(WEP) and Wi-Fi Protected Access (WPA) are
vulnerable to certain attacks. After identifying these
specific attacks, the Wi-Fi Alliance has continually
improved its security protocols to defend against them.
Despite these efforts by the Wi-Fi Alliance, new
ways of exploiting the protocol implementations are
constantly being found. In short, security protocols
must continue to evolve with the discovery of new
vulnerabilities, otherwise they risk exposing attack
surfaces that could be used to harm the users or devices
on a network. The Wi-Fi Alliance is strengthening the
Wi-Fi security protocol through continuous research,
and currently provides the latest security protocol
called WPA3. The Wi-Fi Alliance eliminated most of
the security vulnerabilities found in previous protocols
that before WPA3, but this iteration of the protocol
is still not widely adopted. The biggest problem is
that vulnerabilities have been discovered in this new
technology before enough people have adopted it.
Vulnerabilities in this recently developed protocol
will make people reluctant to switch, especially since
older hardware must be upgraded for the capability
of WPA3. Maintaining the older security protocol is
to settle for a technology that has been made obsolete
due to a critical security flaw, which leaves user



vulnerable to external threats. With the proliferation of
cybercrime, the rapid transition to WPA3 is urgent to
mitigate critical vulnerabilities in Wi-Fi technology.
Technical objectives and Goals

In 2018 the Wi-Fi Alliance launched the WPA3
protocol. In this survey, it will discuss the recently
discovered vulnerabilities of the WPA3 protocol.
According to new research published by Vanhoef
(2020), the recently discovered security issue was
named Dragonblood, a reference to the Dragonfly
handshake method featured by WPA3 [2]. There
are several aspects to Dragonblood with different
classifications, among which this paper will focus on
the downgrade attack and the resource consumption
attack. The technical objectives for this demonstration
of the Dragonblood vulnerability, is to simulate the
potential threats utilizing Wireshark and Kali Linux.
The goal is to present the countermeasures for the
simulated threat and reflect it in the simulation to show
how much the security level has improved based on
the derived key parameters.

This report is organized into the following sections.
Section II describes the elements that make up a basic
WLAN network and a background knowledge of Wi-Fi
security. Section III describes the process leading up
to the most advanced security protocols at the present
time, in the perspective of challenge and solution.
In Section IV, the challenges that have still not been
solved in the latest protocol are described in detail.
Finally Section V provides conclusion and suggestion
for the direction of future work.

II Background and Fundamental Concepts

Introduction to WLAN technology

The wireless local area network (WLAN) mainly uses
radio frequency (RF) technology to transmit electro-
magnetic waves for data transmission, dethroning the
established transmission mode which utilizes twisted-
pair copper wires. With WLAN networks, including
Wi-Fi networks, users can integrate individual de-
vices in simple information transmission structures for
data transmission and communications [3]. Currently,
802.11n, which has been widely used in various fields,
stands out among many existing communication proto-
cols due to its prominent advantages in terms of data
transmission effectiveness, efficacy, and security [4],
[5].

Architecture of WLAN network

The wireless local area network is generally composed
of several parts, including wireless communication
medium, devices, terminal stations, and access points.
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Fig. 1: Topology of a Typical WLAN Network

o Station (STA)

STA is the basic component of the WLAN network. It
generally refers to the terminal device using the WLAN
network, also known as the client, which can be fixed
or mobile [5]. This includes mobile phones, computers,
and workstations.

o Access point (AP)

The function of the AP in the WLAN is similar
to that of the base station. The main function is to
complete the communication between the STA and the
distributed system. APs are often located in the center
of BSA (Basic Service Area) and are nodes of wireless
and wired networks [5].

o Wireless medium (WM)

The wireless medium is the transmission medium used
for transmission and communication between the STAs
and the AP. For example the air is a typical WM for
radio waves. In addition, the wireless medium can also
be defined by the physical layer standard in the WLAN
[5].

« Distributed system (DS)

The physical layer coverage in the wireless local
area network determines the communication distance of
an access point. The basic service set (BSS) includes
AP and the corresponding STA. Multiple BSSs connect
through the network to form a network, and the network
components used for connection are distributed systems
(DS) [5]. As a critical component of WLAN networks,
including Wi-Fi networks, the access point mainly plays
the role of relaying signals of data communication and
transmission in the WLAN networks. For wired net-
works, applied network architecture and protocols are
essentially determined by physical structure and topol-
ogy which makes it unnecessary to alter their processes,
with access points designed to be physically connected



to the network [5]. In the contrast, the designed AP
technology for wireless networks is required to realize
its functions with the characteristics of formatting and
error checking calculations for wired and wireless data
frames. This allows wireless connection to be capable
of transferring, and verifying through calculation, data
to the neighbor local area network without inputting the
path table and parameters by administrators [3].
Background of WLAN and Wi-Fi security

The progress and development of modern society has
given wireless LAN ample opportunity for improve-
ment, and as a result its functions and security have
been continuously improved. Despite its features of
convenience that are considerably popular with people,
there is plenty of technical concerns in terms of security
[6]. As peoples’ awareness of the importance of secu-
rity and protecting personal information increases, the
improvement of wireless local area network security
is also an inevitable to suffice practical needs related
to WLAN security and robustness against cyber-attacks
[7]. Due to various incidents of security breaches and
leaked information that has more frequently occurred
in recent times, the security of network communication
is often pushed to the cusp of the storm. With the
advancement of technology and increased attention to
modern wireless network security mechanisms, these
security mechanisms have also shown a state of contin-
uous improvement. As a result the technology’s security
strength has naturally increased to a new unprecedented
level [8]. As a typical and most widely used wireless
local area network communication technology, the se-
curity techniques, mechanisms, and protocols applied
for Wi-Fi communications have been hot topics among
academia and the industry. Wi-Fi technology has ex-
perienced four generations of encryption technology
since its introduction around 2000 [6]. At the same
time, the security risks and security vulnerabilities of
Wi-Fi encryption schemes and security protocols have
been disclosed from time to time [6], [7]. In order to
enable readers to deeply understand Wi-Fi encryption
technology and security risks from the technical source,
this paper is designated to investigate and analyze Wi-
Fi security techniques, mechanisms, and protocols at
different stages in detail.

IIT Advances on the State-of-the Art: Challenges
and Solution Approaches

The Wi-Fi Alliance has experienced four technical
stages indicated by different Wi-Fi security schemes
since the first use of Wi-Fi encryption technology and
security protocols in 2000 [9]. This includes WEP,
WPA, WPA2, and WPA3. According to the security

strength and the iterative development of encryption
methods, the four stages can be alternatively classi-
fied into weak-key, symmetric-key, and asymmetric-key
stages.

WEP security protocol

The earliest Wi-Fi communication used the WEP se-
curity protocol. The earliest WEP security protocol
and encryption technology were not applied in wire-
less communication, instead they were developed for
encrypting important data in Ethernet communication
[10]. The encryption operation of WEP uses the RC4
algorithm, which is a common XOR algorithm im-
plementation. The encryption idea at this stage was
relatively simple. A fixed-length wireless message can
be encrypted by performing a round of RC4 calculation
using an encryption key with a length of 128 bits [9].
WEP encryption does not have a key management
method [9]. A receiving end is considered a legitimate
user by default if its WEP key match the AP’s encryp-
tion key. Wireless packets can be easily cracked through
RC4 inverse calculation. Essentially, the encryption
keys of WEP are not spread casually, and not all users
can grasp the correct key. In the early days of wireless
statistical technology, WEP had an advantage with its
simple and easy-to-implement algorithm composition
[9], [10]. Nonetheless, with the rapid growth of com-
puter computing speed, a 128-bit key can be verified
by a capable attacker in a considerably short time. The
WEP encryption scheme thereby became vulnerable, as
the communication data of all users in the network will
be instantly exposed once the WEP key is exposed [11].
WPA security protocol

In order to address the shortcomings of the WEP
encryption scheme, WPA-TKIP was designed to in-
troduce various new security mechanisms including
message integrity check (MIC) and TKIP sequence
counter (TSC). This was provided on the basis of WEP
encryption hardware utilizing software upgrades, taking
into account the continuity of the Wi-Fi inventory
market at that time [12]. In the initial stage of message
encryption, the Michael calculation module is used
to extract the message retrieval information, the first
round of encryption processing is performed, and the
sequence count is added before the session is encrypted.
This method can effectively reduce the risk of security
attacks and prevent message tampering [13]. To be
more specific, if the message is replaced or tampered
with during the transmission phase, the information
is retrieved by decrypting the extracted message dur-
ing message decoding. The counter information will
be different from the message itself. Therefore, the



receiving side will easily find that the message has
been tampered with or substituted[12]. The WPA-TKIP
encryption technology also adopted the pre-shared key
(PSK) mechanisms for the first time and introduced a
4-way handshake mechanism to separate the network
key held by the user from the session key [12]. The
master key of WPA-TKIP is a combination of a 512-
bit key, which is designed to be split into five groups
during the encryption process for message integrity
checking, encryption, and verification [13]. The session
encryption scheme of WPA-TKIP was inherited from
the RC4 encryption algorithm that had been applied in
WEP [14]. The original intention of this design is to
meet the security upgrade of Wi-Fi products, modules,
and chips in the inventory market. The hardware re-
quirements of WPA encryption technology and protocol
are consistent with WEP, which means that the Wi-
Fi-enabled products currently deployed on the market
did not become obsolete by merely conducting soft-
ware upgrades to update the encryption scheme [12].
Differentiated with the WEP encryption scheme, the
security level of the WPA-TKIP encryption architecture
and the design of the handshake process was greatly
improved. Nevertheless, due to the low complexity of
the encryption operation module of RC4, it cannot
effectively prevent brute force attacks, for example pre-
shared key traversal of the password dictionary attacks
[11].

WPA2 security protocol

In 2006, the Wi-Fi Alliance launched the WPA2 tech-
nology globally and used it as an encryption solution for
wireless LAN communications. The WPA2 encryption
scheme abandons the RC4 encryption method and uses
the AES encryption scheme to encrypt the message.
AES encryption technology was the highest security
symmetric key encryption algorithm invented at the
end of the 20th century and the beginning of the 21st
century [11]. The WPA2 encryption method first cuts
the message subject into data blocks and then uses the
corresponding key array to perform multiple rounds
of interleaving nonlinear encryption operations [15].
The encryption operation of WPA2 can be completed
with considerably limited processor resources, and the
installation speed of the key is also quite fast. WPA2
uses a multi-round interleaving non-linear encryption
method, which greatly increases the difficulty of reverse
cracking, and can ensure the avalanche effect of excel-
lent key design. To be more specific, every time the en-
cryption key is modified by 1 bit, the encrypted message
corresponds to the original message, which produces
significant resistance against brute force attacks [13].

At the same time, the WPA2 encryption algorithm also
draws on the concept of information integrity security
verification in the WPA encryption process design and
uses a higher level of security CCM and CBC-MAC
calculation method to complete the extraction of the
MIC code [15].

The WPA2 encryption scheme is the longest-used Wi-
Fi encryption technology scheme thus far. By adopting
block-based encryption, it can be ensured that the infor-
mation sent by the same user in different time periods
uses different encryption and decryption keys [15]. In
the meantime, different wireless users in the same wire-
less LAN use different encryption and decryption keys,
thus achieving a superior encryption-decryption isola-
tion effect. Based on this, it is fundamentally not viable
for adversaries to crack the key through commonly used
brute-force cracking methods, including the dictionary
cracking method [11]. Subsequently, Wi-Fi networking
using WPA2 encryption has gradually exposed two
major problems as time goes on. The first problem is
related to the protection of management frames. The
encryption mechanism established by WPA2 through
the 4-way handshake is usually only for data informa-
tion in communication, which does not form effective
protection for some management messages in the Wi-Fi
networking environment, specifically the management
frame message in the Wi-Fi communication network is
transparently transmitted on the wireless air interface
[15]. The management frame message usually carries
critical network information. As soon as the information
is exposed or maliciously imitated or tampered with,
it will cause damage to the communication network.
For instance, two important sets of management frames
for establishing terminal connections in Wi-Fi networks
are association/de-association and authentication/de-
authentication request and response frames [6]. These
two types of management frames are never encrypted
in traditional Wi-Fi network transmission, and these
two types of management frames support unicast and
multicast methods [11], [15]. This means that if an
attacker is in any Wi-Fi group continuously broadcast-
ing de-association requests or de-authentication request
messages in the network, it will force all users on
the network to disconnect, leading to the denial of
service for the entire network and traffic will be par-
alyzed instantly. Another problem exposed by Wi-Fi
networking using the WPA2 encryption scheme is the
WPAZ2 key reinstallation attack (KRACK) vulnerability
disclosed by Vanhoef (2017). The key reinstallation
attacks occur in the 4-way handshake phase of WPA2
networking. Through the 4-way handshake, both parties



can rely on a pre-shared key or a pairwise master key
(PMK) derived from a certificate to negotiate the WPA2
pairwise temporal key (PTK) during the communica-
tion. Commonly, the key used for session encryption is
generated and installed on the devices of both parties
in the third stage of the 4-way handshake [15]. To
elaborate, the principle of KRACK’s attack is that a
fake terminal continuously sends replies that have not
received the third handshake message in the third stage
of the 4-way handshake, which will cause the PTK in
the 4-way handshake to be substituted into the counter
as constantly being recalculated and reinstalled. As the
number of reinstallation increases, the counter will have
a chance to return to the all-zero state [11]. At this
time, the PTK generated by the counter will become
the all-zero key, and the data transmission applying the
encryption will be virtually transparent. As a result, it
cannot avoid the passive situation where the encrypted
data is completely equal to the plaintext even with the
subsequent encryption mechanism of WPA2. After the
KRACK vulnerability was disclosed, the United States
Department of Homeland Security also released and
confirmed the security risks of KRACK, which made
the WPA2 encryption method no longer secure [16].
WPAS3 security protocol

In view of the unprecedented large number of applica-
tion scenarios of Wi-Fi technology, the Wi-Fi Alliance
launched a new generation of Wi-Fi security scheme
named WPA3 in 2018. WPA3 was created in order to
protect the privacy and communication security of the
vast Wi-Fi application fields and users against evolved
cyber threats and attacks. WPA3 technology is the first
Wi-Fi protocol using the asymmetric key method in
wireless communication. Relying on the most advanced
cryptography technology and the increasing computing
power worldwide, WPA3 technology is expected to
escort the succeeding stage of wireless communication
based on Wi-Fi technology [11].

With the rapid development of computer network tech-
nology, digital social media, electronic commercial,
online business, and other applications have made
unprecedented prosperity, and the encryption scheme
using symmetric keys as the cryptographic system
was gradually showing signs of fatigue. For example,
in terms of key management overhead, the network
equipment must manage C(n,2)=n(n-1)/2 keys to ensure
secure communication between n users, which is not
practically affordable for modern Wi-Fi or WLAN
data communication. With the explosion of network
users, the management of keys has become a heavy
burden [16]. In addition, applications represented by

e-commerce put forward the need for secret communi-
cation between network users who do not know each
other, and key distribution is usually performed based
on an asymmetric key system under the default sharing
mechanism [6], which will not be able to meet novel
security requirements as declared above.

The principle of asymmetric keys is that each node
in the network that needs to communicate will use a
pair of keys for encryption or decryption. The public
key is published by the network management center or
the key management center, and each communication
node stores its own private key. In the stage of session
encryption, the message is encrypted and transmitted
by the public key, and the message is decrypted by the
private key at the recipient’s side [16]. The keys used
for message encryption and decryption are different,
it is thereby an asymmetric key as the name implies.
The SAE point-to-point communication key exchange
system used in WPA3 encryption is an asymmetric
key group generation method represented by elliptic
curve cryptography. The elliptic curve equation can
perfectly generate a large enough asymmetric key set
to suffice the demands of point-to-point communication
encryption [6], [11], [16].

Comparison and contrast between the proposed
techniques

Both WPA and WPA2 protocols are relatively advanced
Wi-Fi security protocols. The difference between the
two is that WPA uses the TKIP protocol and WPA2
introduces the CCMP protocol on this basis, which
means that 802.11i users can choose one of these two
encryption methods. The WPA protocol can be deemed
as an upgraded version of the WEP protocol [11]. The
reason is that the most important algorithm of TKIP is
still the RC4 algorithm, while more stringent improve-
ments have been made in key length and encryption
methods to greatly improve the capacity of preventing
attacks and cracking. The key to the WPA2 protocol
is the introduction of CCMP, and its core algorithm
is AES. The AES algorithm effectively overcomes the
disadvantages of the RC4 algorithm and improves the
security capability. Whereas, the WPA2 can be used
only after replacing the hardware, which means that it
cannot be used on WEP devices only by upgrading the
software. To better achieve the hardware compatibility
between WPA and WPA2 protocols, 802.111 was de-
signed to include TKIP compliances [6], [11], [16].

In WPA2, the cipher block chaining message protocol
used in CCMP is a designated encryption method.
Differentiated from WEP and TKIP’s RC4 algorithm,
its core algorithm is an AES encryption algorithm



that uses a 128-bit key and a 128-bit data block for
encryption operations. This cipher block chaining mes-
sage protocol has higher hardware requirements and
is related to the processor. Thus, the obsolete devices
can support WEP and TKIP, while cannot support
CCMP/AES encryption [11].

Compared with the WPA/WPA2 protocol, the encryp-
tion scheme of the WPA3 protocol cannot only ad-
dress the security risks in the previous Wi-Fi network
communication but also enable a specific management
frame protection mechanism for management frames,
i.e. the protected management frame (PMF), which is
even more effective. The value is to provide more ideal
encryption measures in the face of future massive Wi-
Fi networking equipment and point-to-point wireless
device communications [6], [11], [16]. The bottleneck
problem of key management has also been solved. For
an increasing number of new Internet applications of
e-commerce, the digital signature feature of the public-
key encryption scheme that is adopted by the WPA3
protocol can effectively trace the encryption operation
of each node, which will have a profound impact on
new applications based on Wi-Fi communication mode
in the future [11], [16].

Release Year | 1997 2003 2004 2018

Security Level | Extremely low | Relatively low | Relatively Extremely
high high

Core RC4 TKIP with | AES-CCMP AES-CCMP &

Encryption RC3 AES-GCMP

Key Size 64-bit & | 128-bit 128-bit 128-bit &

128-bit 256-bit

Authentication | WEP open & | WPA-PSK & | WPA-PSK & | AES-CCMP &

shared 802.1X  with | 802.1X with | AES-GCMP

EAP EAP
Integrity CRC-32 64-bit MIC CCMP  with | SHA-2
AES
Pre-Shared PSK PSK PSK SAE
Key
Key None 4-way 4-way Elliptic curve
Management handshake handshake cryptography
methods.
Vulnerability | Brute-force Brute-force Brute-force No
attack, attack, attack, significantly
including including including fatal
dictionary dictionary dictionary vulnerabilities

attack,
vulnerabilities

attack,
vulnerabilities

attack,
vulnerabilities
key
reinstallation
attack
vulnerabilities

Fig. 2: Summary of Comparison and Contrast between
WEP, WPA, WPA2 and WPA3

IV Unsolved Technical Challenges

Despite the protocol improvements that have been pro-
vided by WPA3, there are still several Wi-Fi security
problems that have not been resolved. The unsolved
tasks raised in the report by Kohlios are shown in the

Fig.3 [17].
Attack Solved by WPA3
Deauthentication Yes
Handshake Capture Dictionary Attack Yes
PMKID Hash Dictionary Attack Yes
Rouge Access Point Partially
Evil Twin Attack No
Handshake Capture En/Decryption Yes
KRACK Exploit Yes
ARP Spoofing Partially
SSL Stripping No
DNS Spoofing No

Fig. 3: Attack table

Evil Twin Attack

The Evil Twin Attack is an attack that extends the
Rogue Access Point. Specifically, it is a method
attackers use to obtain the MITM status by inducing
the user to accidentally connect to a malicious AP
that is set up in a place where the user can physically
reach [17]. By mimicking the existing AP’s SSID and
MAC address, a malicious AP capable of outputting an
illegal level of a signal attracts the users to access the
wrong AP without even realizing it. The attack method
is effective primarily when targeting APs in public
places, and is more intimidating because it targets
multiple users [18]. In order to block unintentional
access to the AP, a common countermeasure is to
pop up notifications and warnings stating ’this is
an unidentified network’ to users. However, using
methods such as warnings/notifications is not effective
to block users from voluntarily accessing an unsecured
network[19].

80859
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Fig. 4: SSL Stripping

SSL Stripping
Secured Socket Layer (SSL) Stripping is an attack
method targeting users who use a website to which
HyperText Transfer Protocol Secure (HTTPS) is ap-
plied when the MITM status is achieved [17]. An
attacker with MITM downgrades the user’s website
access from HTTPS to an unencrypted HTTP. As
shown in the Fig. 4, the information sent by the user
is transmitted to the attacker without encryption, and
the attacker communicates with the secured site based



on this information[19]. Since it is an attack method
that assumes that the MITM state is obtained, so the
attack that can be effectively stopped by preemptively
blocking MITM. However, the development of protocol
security targeting SSL stripping as a double security
aspect seems to be a way to increase security.

Fig. 5: DNS spoofing

DNS Spoofing

As shown in the Fig.5, assuming that the MITM state
has been obtained, Domain Name Server(DNS) Spoof-
ing is one of an attack stealing critical information
by leading the user to a convincingly disguised fake
website[20]. Users who access a similarly duplicated
fake site enter their personal information, including
various IDs and passwords, and are exposed to serious
security threats. As similar with SSL stripping case,
countermeasures against DNS spoofing tend to be left
to the individual’s responsibility. The reason that the
response to DNS spoofing remains the responsibility
of the individual is that the protocol that enforces
the choice of DNS is also related to violating the
individual’s choice of websites they want to visit freely,
so a careful approach is necessary.

completion %

Fig. 6: Window of vulnerability

Zero-day attack
When security vulnerabilities on the state of art
protocol are announced, attempts to abuse them until
they are fixed or solved is called a zero-day attack.

The authors of IFIP International Information Security
Conference, named the period during which this
vulnerability was exerted as Windows of Vulnerability
(WOV). As depicted in Fig.6, WOV is the time from
the time it takes until the security patch is finally
completed, excluding the time period from the time the
vulnerability is announced to the adversary preparing
for an attack [21]. If the organization that discovers the
vulnerability is the one who developed the operating
system or protocol, it is possible to secure stability by
dividing the patch twice. On the contrary, if adversary
discovers this security vulnerability and publishes it, it
is almost impossible to deal with it, and the resulting
WOV increases. The situation worsens when adversary
developed attack tools are maliciously disclosed. The
attack case against the National Security Agency
(NSA) in 2017 is a representative case in which the
situation became serious caused by an adversary. To
prepare for a malicious zero-day attack, the layer of
security is thickened so that even if a vulnerability
is found in one security, the rest of the security can
effectively block it. In other words, it is necessary to
study a method for thickening the security layer.

Access Point (adversary)

Client (victim)

Beacons(RSNE with only WPA2 support)

@

Msg1(ANonce)

® [Derive PTK

Msg2(SNonce, MIC; RSNE)

Perform dictionary attack

Fig. 7: Dictionary attack exploiting Transition mode

Vulnerabilities in WPA3

Simultaneous Authentication of Equals (SAE) adopted
in WPA3 is equipped with a transition mode for
compatibility with users using WPA2. However, 2020
IEEE Symposium on Security and Privacy found
that in this mode, a hacker can recover the network
password through the previously existing WPA2
security attacking methods such as KRACK and
PMKID [2]. The flow of attack is called a downgrade
attack. As shown in the Fig. 7, the adversary makes
the state vulnerable to security by forcing the hardware
containing WPA3 to use only WPA2 and to disable
the countermeasure for KRACKs and PMKID [2].

In addition to downgrade attacks using SAE
compatibility, there is the vulnerability against
the attack that exploits the high overhead of Dragon



fly-handshake used in WPA3. The Dragon Fly
Handshake performs a hash-to-curve operation, which
has a high overhead. By exploiting such high overhead,
it is possible for an attacker to impersonate a user and
transmit a commit frame, and to deliberately delay the
response speed at the access point with subsequent
attacks to perform a DOS attack. Dragon Blood is
considered the most challenging task as of now. Since
a problem that has occurred in the latest security
protocol WPA3, it is a problem that must be treated
in the shortest time, and must it be corrected before
WPA3 becomes more common.

V  Conclusion

The security of Wi-Fi has become increasingly impor-
tant over time as the usage of the technology grow
more frequent and in higher volume. In this survey
project, it showed the concepts of the basic hardware
that composes a WLAN. It discussed how the security
protocol developed over time, and the reasons behind
the different iterations from WEP to the modern WPA3.
Additionally, the report presented the current challenges
that exist for the WPA3 protocol, slowing the adoption
rate of this iteration as no solution has yet been devel-
oped. Finally, the following assignment will implement
a simulation and countermeasure for the Dragonblood
vulnerabilities in a WPA3 access point. The predicted
difficulty is that the Wi-Fi network simulation should
be conducted at a close distance, but since face-to-face
meetings due to COVID-19 are difficult, the project’s
efficiency will decrease. Moreover, having a device that
supports WPA3 is expensive in terms of hardware.
Since research cannot be conducted together in one
network, this part is considered to be a significant
limitation.
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